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Why Server Programming

So far, we used HTML, CSS, JavaScript to create webpages that are interpreted on the client side (the

browser).

The server only distribute pre-made static files to the client.

Client side limitations:
- Cannot share information between users
- No network games, shared high-scores, chats, etc.
- Limited access to the surrounding system (for
security)
- Cannot write into files, read automatically content of a
directory, etc
- No memory after restarting the webpage (or
limited: local-storage, cookies)
- No data base
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Reminder on Client Side

Client

your machine Server

@IP

‘ https:/furl/index.html

request url/index.html

answer (html text file)

<h1> A main title </h1>

Parse

(and render) <;5 AApz:zgr{;;E. i:irong> This is important </strong>,

“ <s>this is wrong</s> </p> /myplc.jpg
c

O fetirunineder B %> | = <h2> Creating a link </h2>

A main title <a href="www.google.com"> Some link </a>;
) <a href="https://www.w3.org/"> W3C </a>

A subtitle

A paragraph. This is important , this is wrong <h2> Inserting an image </h2>

Creating a link <img src="mypic.jpg" alt="description">.

Some link ; W3C

Inserting an image

no pictures fequeSt url/; myp lC]pg

answer (mypic jpg file
Rener - <

== 2200 0800 0008 0508 1a0l 0500 0100 0080
- 4200 0000 1b@l B500 @100 8000 5200 0006
/run/media/damien/ce43; ar 2801 8300 0100 0000 0200 0800 3101 0200

@cee 8000 5a00@ 000 6987 0400 0100 0080

© (i ~8»|= 6600 0000 000D 0000 4500 000 0100 0000

s 4500 8000 9100 0000 4749 4d50 2032 2638

A main title 2032 3200 0400 0090 0700 0400 0000 3032
3230 8020 6760 6480 0080 3031 3030 0l1ad

A subtitle 8300 8160 6080 6180 0OBO 0530 0460 0100

9868 3c00 G880 BBGE ©OOS 8200 0100 0288
9400 8000 5239 3800 0200 8700 8400 0088
3831 3030 0060 0608 ffel 8313 6874 7470
— 3a2f 2f6e 732e 6164 6762 652e 636f 6d2f
7861 702f 312e 302f 003c 3f78 7861 636b
6574 2062 6567 696e 3d27 efbb bf27 2069
643d 2757 354d 304d 7043 6568 6948 7a72
. = 6553 7ade 5463 7a6b 6339 6427 3f3e Ga3c
Inserting an image 783a 786d 706d 6574 6120 786d 6c6e 733a

@Yo

A paragraph. This is important , this-is-wrong

Creating a link

Some link ; W3C
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Reminder on Client Side (with JS)
Client

your machine Server

| https://url/index.html

3 K | request url/index.html

answer (.html, .js, .css)

< <h1> A main title </h1>

<h2> A subt]| const newElement = document.createElement("h2"); publiC/indeX-html

<p> A parag newElement.textContent = "Some created title";

<ethis is /script.js
const titleElement = document.querySelector("body");
Execute JS <h2> Creati{ titleElement.appendChild(newElement);

e /style.css

<a href="ht] for(let k=0; k<10; k++) {

const newElement = document.createElement("h2");

newElement.textContent = "Some created title";
const paragraphElement = document.createElement("p");
const titleElement = document.querySelector("body"); <h2> Insert paragraphElement.textContent = "Paragraph "+k;
titleElement.appendChild(newElement); <img sre="m document .querySelector( "body" ).appendchild
for(let k=0; k<10; k++) { (paragraphElement);
const paragraphElement = document.createElement("p"); }

paragraphElement.textContent = "Paragraph "+k;
document.querySelector("body").appendChild
(paragraphElement);

Render result

- Server only distribute files (same file for every client)

- JS code fully executed on the client computer 5/41
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Idea of server programming

The server can receives data from the client.
A code run on the server. This code generates an HTML file.
This html file is sent to the client.

Server programming: € g,fr}:ft?;//%d%org
- Information from a client can be used by the server Clients | senddate | T F
- Allows sharing information b/w clients /\\/ ' PP J5, Python from clients
- A code is run on the server. The code 1s not visible T \\ Fﬁﬂsﬂeauy
not accessible from the client (for security). - W
- Server code can write files on the server, and access | [index-html

its filesystem

- Storage of data-base, automatisation for displaying

: Send dat
images, etc he fee
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Server programming

1- Server receives a request from the client.

2- A code is executed on the server.

3- This code returns some data to the client (HTML page, JSON, ...)

Client

your machine

| https://url/index.html

Render result

9"

request url/

answer generated file

Server

Execute

Server code

Generate
HTML/JSON

<h2> A subtitle </h2>
<s>this is wrong</s> </p>

<h2> Creating a link </h2>

1111111111111111111111111

<p> A paragraph. <strong> This is important </strong>,

<«

<h2> A subtitle </h2>
<p> A paragraph. <strong> This is important </strong>,
<s>this is wrong</s> </p>

<h2> Creating a link </h2>

<h2> Inserting an image </h2>
<img src="mypic.jpg" alt="description">.
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Contacting a server

We already saw different ways to contact a server
- Direct URL entry in your browser

- ex. you type csel04.org/your_directory

- Links from HTML pages

-eX.<a href="cselO4.org/your directory">

- Fetch call from JavaScript

- ex. fetch(csel04.org/your_directory).then(response)...

We saw that parameters can be sent with the URL
- url/?query?...

Server programming ~ Handling/Responding to these queries
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(

Server Programming Language

Server Programming can use any languages (more variability than for client based)
-C++, Python, PHP, JavaScript, etc.

We are presenting an introduction to
- PHP: the standard, highly developed/available
- Node.js: the newcomer, developing fast
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PHP - Introduction
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Example of PHP usage - message storage

<!DOCTYPE html>

<html>
<head>
<title> CSE104 </title>
<script src="script.]js" defer></script>
<link rel="stylesheet" href="style.css">
<meta charset="utf-8">
<meta name="viewport" content="width=device-width, initial-scale=1">
</head>
<body>

<form method="post">

My Name: <input type="text" name="Name"> <br> <br>

My Message: <input id="message-input" type="text" name="Message"> <br> <br>
<input id="submit-input" type="submit" value="Submit">

</form>

<br>

<?php

if( isset($ POST['Name']) && isset($ POST['Message']) && $ POST['Name']!='' && $ POST['Message']!='"' ){
Sname = $ POST['Name'];
Smessage = $ POST['Message'];

Sfile content = file get contents('msg.txt');

$file content = $file content.$name.' : '.S$message.PHP EOL;
file_put_contents('msg.txt',$file_content);

<?php

Sfile content = file get contents('msg.txt');
$lines = explode("\n",$file content);
foreach ($lines as $line) {

if (strlen($line)>0)

{

Stoken = explode ("™ : ",S$line);
$name = $token[0];
Smessage = S$token[1] ;

Link to webpage
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PHP

PHP - Hypertext Preprocessor
- Scripting language
- Created in 1994 (initially as Personal Home Page Tools)
- Last release: PHP 7 in 2015

Objectives
Automatize the creation of HTML pages

- File include, Variables, Loops
- Executed on the server (/JS executed on the client)
Principle of PHP interpreter:
Input: A PHP Script
Output: A HTML Page
Today: PHP is the most common language for server programming
(+) Very simple to be embeeded (/mixed) within HTML page
(-) Sometimes old and heavy for general client/server communication
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First PHP Program

File index.php
<IDOCTYPE html>

<html>
<body>

<?php
$d = date("H:i:s, D d/m/Y");
print "Hello, it 1is $d";

7>
</body>
</html>
<!DOCTYPE html>
<html>
<body>
<?php

$d = date("H:i:s, D d/m/Y");
print "Hello, it is $d4d";
?>

</body>
</html>
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First PHP Program

Client

your machine

| https:/furlfindex.html

Render result

s

request url/

<«

Send index.html

Server
= @IP

\

Execute index.php

<!DOCTYPE html>

<html>

<body>

<?php
$d = date("h:m:s, D d/m/Y");
print "Hello, it is $d";

7>

<IDOCTYPE html>

<htmI>

<body>

Hello, it is 15:33:02,
Fri 01/06/18

</body>

</html>

</body>
</html> |
Generate
index.html
<!IDOCTYPE html>
<html>
<body>
Hello, it 1s 15:33:02,
Fr1 01/06/18
</body>
</html>
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First PHP Program - remarks

z ; [t’ﬁgYPE html> - PHP code is included between the markups <?php and 2>
<body> - PHP code can be embedded within existing HTML

? - Good practice: Write as much as possible HTML code. Add PHP only when
<.22p: date("H:i:s, D d/m/Y"); needed

print "Hello, it is $d"; - PHP code is not visible on the client browser! Only the resulting html

?> [link]
</body> - PHP code is executed at each query of the page on the server
</html> - PHP variables are preceded by $

- The command print display its content in the resulting HTML
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Executing PHP code
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Need for Server

- PHP files cannot be read/interpreted directly by your browser
- PHP files are expected to be on a server

In normal/final conditions:
- PHP files are hosted on a server
- ex. You upload your index.php file on csel04.org/yourDirectory/index.php
- You (the client) access the server from a URL
- ex. You request csel04.org/yourDirectory/index.html

For development conditions: need to emulate a server on the local machine
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Developing with PHP on your local machine

2 steps required

A. Run a PHP interpreter and a local server (serving the local machine)
See tutorials: Xampp / PHP

This run a server for the local machine, and interpret PHP files.
(the local machine is always called: localhost)

B. Request the file from your browser/client on localhost
Load your browser at the address http://localhost/
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Developing with PHP on your local machine

Your computer

$ php -S localhost:8000

Client (browser) Local server on
your computer

Some directory/

3

index.php

ll //1 111 <!DOCTYPE html>
ttp://localhost:8000 <html>
p > <body>
<?php
$d = date("h:m:s, D d/m/Y");

print "Hello, it is $d";
7>

</body>

q </html>
=

send
index.htm]
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PHP Code
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Basic programming structures

- Variables: dynamically typed, preceded by $
$a=5; $a=%$a+8; print "$a";

- Arrays
$a=[4,1,2]; a[15]="a string"; print "$a[0],$a[15]";

- For loop
for($k=0; $k<10; $k++) {...}

- Foreach loop
foreach($container as $value) {... $value ...};
foreach($container as $key=>$value) {... $key ... $value ...};
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| Including PHP files

Can generate an HTML in aggregating several PHP files
- include("file.php"): Include "file.php" and emit a warning if file.php is not accessible.
- require("file.php"): Include "file.php" and stop the program if file.php is not accessible

<?php
require("header.php");
require("navigation.php");
require("body-home.php");
require("footer.php");

7>
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| Reading/Writing files

file_get_contents : read content of a file
file_put_contents : write content to a file

Rem. Accessing files (on the client machine) in JavaScript is tricky (sandbox limitation for security
issues).
Accessing files (on the server) in PHP is easy.

No security issue: only the server can access to its files

—> You can store/share any information in a permanent way through different users

Examples: Reading and drawing all images within directory, counting and storing the number of
times a page has been viewed.
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| Reading/Writing files

Client Server

@IP

request url/

index.php
$v <- read info.txt

Sv=38v+1I
save $v in info.txt

<« print "$v"

info.txt

d
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GET/POST Parameters

Client can pass parameters to the server
GET method: pass parameter to the url
ex. google.com/search?q=sncf+strike
POST method: pass parameters implicitly (using HTML form, JS fetch).

Example using GET parameters on the server

GET parameters accessible through the global variable $_GET
<?php
$firstname = $_GET["firstname'"];
Slastname = $_GET["lastname"];

print "<hl>Hello $firstname $lastname</hi>";
7>

Link: URL/?firstname=John&lastname=Doe
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-

glpn(%ing parameters to the server using an HTML

By default, forms send parameters using GET protocole
<form action="URL">

<ul>

<UTi>First Name : <input type="text" name="firstName"> </1i>
<li>Last Name: <input type="text" name="lastName'"> </1i>
<li><input type="submit"></1i>

</ul>

</form>

Example Link

To send a POST request - change the first line:

<form action="URL" method="post'">
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Example of form and data storage

<!DOCTYPE html>

<html>
<head>
<title> CSE104 </title>
<script src="script.]js" defer></script>
<link rel="stylesheet" href="style.css">
<meta charset="utf-8">
<meta name="viewport" content="width=device-width, initial-scale=1">
</head>
<body>

<form method="post">

My Name: <input type="text" name="Name"> <br> <br>

My Message: <input id="message-input" type="text" name="Message"> <br> <br>
<input id="submit-input" type="submit" value="Submit">

</form>

<br>

<?php

if( isset($ POST['Name']) && isset($ POST['Message']) && $ POST['Name']!='' && $ POST['Message']!='"' ){
Sname = $ POST['Name'];
Smessage = $ POST['Message'];
Sfile content = file get contents('msg.txt');
$file content = $file content.$name.' : '.S$message.PHP EOL;
file put contents('msg.txt',S$file content);

}

>

<?php

Sfile content = file get contents('msg.txt');
$lines = explode("\n",$file content);
foreach ($lines as $line) {

if(strlen($line)>0)

{

Stoken = explode (" : ",$line);
S$Sname = S$token[0];
Smessage = Stoken(l] ;

Link to webpage
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Example of form and data storage

<!'-- Form —-->
<form method="post">
My Name: <input type="text" name="Name">
<br> <br>
My Message: <input id="message-input"
type="text" name="Message'>
<br> <br>
<input id="submit-input" type="submit" value="Submit">
</form>

<!-- Data Base Storage —-->
<?php
if( isset($S_POST['Name']) && $_POST['Name']!='")
{
$name = $_POST['Name'];
$message = $_POST['Message'];

$file_content = file_get_contents('msg.txt');
Sfile_content = $file_content.S$Sname.' '.$message.PHP_EOL;
file_put_contents('msg.txt',$file_content);

<!-- Data Base Display —-->
<?php
$file_content = file_get_contents('msg.txt');
$lines = explode("\n",$file_content);
foreach($lines as S$line){
if(strilen($line)>0)

{

$token = explode(" ", $1line);
Sname = $token[0];

Smessage = S$token[1l]
print "<div class=\"entry\"><div class=\"wrap\">";
print "<div class=\"name\">$name</div>: ";

print "<div class=\"message\'">$message</div>";
print "</div></div>";

?>
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Node.js
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| Node.]s

- A stand-alone JavaScript interpreter (doesn't need a browser).
- Mainly used for server program (can be used as general programming language).

Node.js / PHP

- Created in 2009: Node.js - recent
Less common, but developing fast
- Allows the use of the same language (JS) on client and server
- Easy to develop general application (not focussed on HTML file generation)
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Basic Node.js application

const express = require('express'); Use of express.js module: Efficient server development

const app = express();

app.listen(8000, function () {
console.log('Server Llistening on port 8000');

})s
app.get('/',serverResponse);

function serverResponse(req,res) {
res.send('Hello, this is a message from the server');

}

Running node.js Hosting node.js project on a server
- Install express.j module (only once) - Warning: Node.js project requires

npm install express dedicated machine

- Run the local server
node server.js

- Open the browser at the url http://localhost:8000

Usually not compatible with shared hosting
- Solution: Self-hosting, Virtual Private
Server (VPS)
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Using Node.]s
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Routing

Answering to URL interpreted as parameters

app.get('/',homeServerResponse);
app.get('/hello/:firstname/:lastname',helloResponse);

function homeServerResponse(req,res) {
const response = "Home ;
res.send(response) ;

function helloResponse(req,res) {
const firstname = reqg.params.firstname;
const lastname = req.params.lastname;
const response = "Hello ${firstname} ${lastname} ;
res.send(response) ;
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| Handlebars

Parameterizing/template HTML with variables

function helloResponse(req,res) {
const firstN = req.params.firstname;
const lastN = req.params. lastname;

const placeholders = {firstname:firstN, lastname:lastN};
res.render ('file',placeholders);

file.handlebars
<body>
<h1>Hello {{firstname}} {{lastname}}</h1>
</body>
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Returning JSON

// Return any JS object

res.send({argl:valuel,arg2:value2, ..

1)
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Communicating with client: Fetch

Server
function serverResponse(req,res) {
const response = "Hello from the server";

res.header ("Access-Control-Allow-Origin","x");
res.send({msg:response});

}

Client

fetch("http://localhost:8000/")
.then(response=>{return response.json();})
.then(userCallbackFunction) ;

function userCallbackFunction(data) {
console.log(data.msg);

}
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Communicating with client: Fetch

Client

fetch URL

Server

function userCallbackFunction(data) {
console.log(data.msg);

}

<

nst response = "Hello from the server";
res.header(" Access-Control-Allow-Origin","*");
res.send({msg:response});

}

function serverResponse(req,res) { ||
co

¢ JSON

{msg:"Hello from the serve

Hello from the server

JSON

,"}.
I 9
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(

Communicating with client: Socket

Fetch allows the client to request a ressource from the server
But the server cannot contact the client

—> Soket: Allows bi-directional communication b/w client-server

Client

Server

emit listen
> Socket

3

. <
listen emit
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Socket (module socket.10)

Server

const 10 = require('socket.io') (http);
io.on('connection',onConnection);

function onConnection(socket) {
socket.emit('message',"hello from server'");
socket.on('message',function(message) {onMessage(message,socket)});

}

function onMessage(message,socket) {
console.log('Server received message from client '+message);

}

Client

const socket = dio.connect('http://localhost:8000");
socket.on('message',receiveMessageEvent);
socket.emit('message',"Hello from client");
function receiveMessageEvent(message) {

console. log('Client received message from server: '+message);

}

39/41



file:///Users/damien/Dropbox/drive/teaching/2023_2024/cse104/lecture/slides/_site/03_server/pdf/06_using_nodejs/05_socket/index.html
file:///Users/damien/Dropbox/drive/teaching/2023_2024/cse104/lecture/slides/_site/03_server/pdf/06_using_nodejs/05_socket/index.html
file:///Users/damien/Dropbox/drive/teaching/2023_2024/cse104/lecture/slides/_site/03_server/pdf/06_using_nodejs/07_chat_box/index.html
file:///Users/damien/Dropbox/drive/teaching/2023_2024/cse104/lecture/slides/_site/03_server/pdf/06_using_nodejs/07_chat_box/index.html

Example: ChatBox

- Each client send their message to the server
- Server send back the message to every open sockets (broadcast)

Server Server

y g

MesSsage
socket . socket N g\
Client 1 P55 Client 1 }
socket socket
socket socket
%
7= ‘\‘{é‘»& 7
Client 2 N Client 2 \
Client 3 Client 3
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Example: ChatBox

Link

function onMessage(message,socket) {

// emit message to emitter client
socket.emit('message',message);

// emit message to other clients
socket.broadcast.emit('message',message);
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